PassKey
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Adding a passkey for Duo in KeePassXC
This page explains how to create a passkey for Duo and save it in KeePassXC. The setup is done

using the KeePassXC Browser extension.

Requirements:

1. KeePassXC is installed

2. You have a KeePassXC database that you can open

3. A supported browser must be installed and available

4. The KeePassXC Browser extension is installed in the browser

Open KeePassXC and unlock your database with your master password.

Now enable browser integration in KeePassXC. To do this, open the settings by clicking the gear

icon.

Switch to the section “Browser-Integration” on the left. There, enable “Browser-Integration
aktivieren” and then select the browser in which you want to use KeePassXC-Browser.
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Anwendungseinstellungen

wserintegration aktivieren

Laden Sie ihn fi und

Integration fir diese Browser aktivieren:

Then continue in the selected browser. Install the extension “KeePassXC-Browser” there if it is not
already installed.

Search for KeePassXC-Browser and click “Hinzuflgen”.

** Firefox Browser
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Then click “Hinzufigen”.

KeePassXC-Browser

von KeePassXC Team

Official browser plugin for the KeePassXC password manager (https://keepassxc.org).
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After installation, click the puzzle icon in the top right of the browser and then click the gear icon to
open the extension settings.

Erweiterungen

KeePassXC-Browser
Kann keine Daten auf dieser Website lesen [§]
und dndem

Erweiterungen verwalten

Then open the settings of the browser extension. To do this, click the menu on the right and then
click “Einstellungen”.

@ KeePassXC-Browser ©9
ke -Integration fir moderne Wel [ B Entfenen

Berechtigungen und Daten Einstellungen

A Melden

Scroll in the settings to the “Passkeys” section. There, enable “Passkeys aktivieren” and then save
the change.

erne Anfrage nach Passkey s. Wenn deaktiviert, ist eine Verbindung =i

B Speichern % Zuricksetzen

Then connect the browser add-on with KeePassXC. To do this, open the extension and click
“Verbinden”.
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LeePassXC-Browser wurde nicht konfiguriert. Klicken Sie auf die

Schaltflache Verbinden, um eine Verbindung mit KeePassXC
herzustellen.

% Verbinden

Then assign a name of your choice in KeePassXC and click “Speichern”.

Now open Duo and add a new device. To do this, log in to the Duo portal as described on the

device management page(Gerateverwaltung). Then click “Gerate hinzufigen”.

Gerat hinzufligen
Melden Sie sich schneller an mit Touch
D, Duo Push und mehr

In the “Gerat hinzufugen” window, select the option “Sicherheitsschlissel”.
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Gerat hinzufiigen

Auf diese Weise kKénnen Sie Ihre Identitat mit
L Duo verifizieren. Sie konnen spater eine
weitere Option hinzuflgen. |

:_':' Windows Hello Empfohlen
fﬁﬁﬁ Verwenden Sie Windows Hello auf >

diesem Gerat

Duo Mobile
c Benachrichtigung oder einen Code auf )

Ihrem Gerat erhalten

Sicherheitsschliissel

Sicherheitsschlissel verwenden

Duo Desktop
@ Bestatigen Sie lhre Anmeldung von )

diesem Computer aus

Brauchen Sie Hilfe? Durch Duo gesichert

Then a KeePassXC window will open. There, you can either add the passkey to an existing entry or
create a new entry. Then confirm the registration.

®

Michten Sie ein Passkey registrieren fiir:

enseite: duosecurity.com

Timeout in 26 Sekunden...

Abbrechen Eem chenden Eint
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Then click “Registrieren”.

®

Registrieren Sie einen neuen Passkey fir diesen Eintrag:

Verldssliche Gegenseite: duosecurity.com

Benutzername: thj
Datenbank
Gruppe

Eintrag

Registrieren

After successful setup, the new passkey will be displayed on the device management page. If you
wish, you can then adjust the name via “Bearbeiten”.

Passkey ¢ Bearbeiten

@

Sicherheitsschlissel

MacOS

Under macOS, the procedure is as follows:
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Add a device

You'll use this to verify your identity with Duo.

You can add another option later.

@ Touch ID Recommended )

' Use Touch ID on this device

Duo Mobile >
Get a notification or code on your device

. Security key 3

Use a security key

@ Duo Desktop >

Approve your login from this computer

Need help? Secured by Duo
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Set up Touch ID

When prompted, use the fingerprint sensor and

allow your browser to use Touch ID.

Your information is never shared with Duo

or the browser.

Continue

Need help? Secured by Duo
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Add a passkey?

"duosecurity.com” supports passkeys, a stronger alternative to
passwords that cannot be leaked or stolen.

I$ | Save in KeePassium

. f Save in Passwords

Touch ID to Save Passkey

Cancel

If you choose to store it in Apple Passwords and are logged in with an Apple ID, you can also use
the passkey on other devices with the same Apple ID. This also applies in the reverse order when
setting it up on an iPhone and using it on a Mac.
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